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Industry 1.0 Industry 2.0

Mechanical production Mass production assembly

Industry 3.0 Industry 4.0

Automated production Intelligent production
using electronics and IT incorporated with loT,
cloud technology & big data

equipment powered by lines requiring labour and
steam electrical energy




Indusiry 4.0 - The Digital Transformation
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BILLIONS OF DEVICES
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Smart Wearable
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HOME, SMART HOME

Cool gadgets, practicality drive trend in residential lifestyle technology
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Lighting Control System

Smart Air Conditioner

Smart Thermostat

060

Security System Smart Bathroom Appliance
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Garage Door Opener

Smart Door Lock

istockphoto illustration

A smart home is defined to be one in which the devices can communicate with each other and with their
environment. In a smart home one can customize and control the home environment for more security and
increased efficiency in energy management. There is a large variety of technologies that can be used for creating
smart homes (e.g., smart home lighting, air quality sensing, learning thermostat, smart refrigerator control, etc.)



Smart Wearable Technology

Wearablelol technology is a large field that
involves a variety of devices such as health,

= assistive, and entertainment equipment.
@ @ - B i Currently, wearables represent one of the hottest
@ Smartsocks Loy odcare R . "5 - trends in loT use. Examples of smart wearables
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< B g . Smart watches/fitness bands/rings,
— shoes /\7.) . 3. Smart phones,
= 0 4. Interactive socks/shoes,
0 / 5. Smartclothing,
o ‘ | bmg:lm B. Smartglasses,
@ 0 7. Helmets
Smartinsoles 8. Headphones/earbuds,
Finger mation erstpulse Wristbending * : Aspuutuun 9. Smartjewelry/collars



loT devices

e-healthcare
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smart building

Smart City
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Smart security
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Examples of smart city loT applicationsinclude e
smart surveillance, smart management systems,

utilities

automated and safe transportation,

environmental monitoring, energy distribution,
water network management, monitoring of
parking spaces availability, monitoring of material

Smart o:,en

Smart health buildings fatiiing e Smart home

conditions and vibrationsin buildingsand bridges. ‘ agriculture
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A smart office uses several lol devices (notepads, printers, smart lighting, etc.) that are connected (they talk each other).
Ideally, in a smart office everything from the furniture to the copier are connected through loT. Smart loT-based office
functions include adjustment of room temperature, checking whoiis at the doors, locking doors, etc.



Smart Farming
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The agricultural sector requireshighly scalable technology
solutions that can be provided by lol applications. Here, loT
contributesin several ways, e.g.,
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sensor-based field and resource mapping,
monitoring soil moisture,

remote crop monitoring,

control of microclimate conditions for improving fruit
and vegetable productionand quality,

forecasting snow, ice or wind changes,

control of temperatureand humidity levels to prevent
microbial/fungus contaminants,

river water quality analysis and managementwith
regard to its use for drinking,

smart logistics and warehousing, etc.




Smart Robotics

Electrical Engineering Software Engineering
Hardware, sensors, actuators, batteries, Software, programming languages,
communication, wireless networks operating systems, algorithms
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Biology
Bio inspired methods, brain as biological
model, modelling of swarming,
physiological mechanisms, and evolution
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Mathematics
Logics. error estimation, algorithms,
statistical evaluation, optimization,
\\ algebra, geometry
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Physics
Thermal behavior, electromagnetics,
kinetics, optics, laws of physics
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/ Material science

Bio inspired materials, composite

materials that combine sensing,
actuation, computation
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, ’ y Law
Humanfts)zc‘;::: ?lﬁiraclion. Legislfl(ion aligned with new
Human-machine interfaces, behaviors i # #) leclmo:&gl:icl?tlyd:\;:olﬁ:?;illli(gr vacy,

Cognitive science Artificial intelligence (AI)
Cognitive models, cognitive processes, . iy ule: o, mbo"?%‘ hl.||man.
decision processes S 3
knowledge representation

Theincorporation of roboticissues into the wider loT was called by ABI Research “Internet of Robotic Things” (IoRT). loRT is
actually concerned with machine to machine (M2M) communication between robots and devices in an ecosystem in where
data are leveraged to drive insights and actionable outcomes.

Potential applications of loRT include:

O Usea robotic device to checkiif a caris allowed to use a given park lot in a corporate parking area.

 Collaboration of loRT and humansin a manufacturing unit to make operational and other decisions.

O Use of IoRT for elderly assistance and domestic cleaning.




Smart Industrial Automation

This constitutes one of the major
applicationareasof lol. With the aid of
lol infrastructure, advanced sensor
networks, wireless connectivity, and M2M
communication, conventionalindustrial
automationis modernized completely.

Most industries (small and large) have
already adopted and are using lol
enhancements. lol based industrial
automation represents the present state
of automation, called industrial

automation 4.0 or “Industrial Automation
Internet of Things"(IAloT).




Smart Hospital

Emergency Response Smart Home
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Smart Gadgets

Technician Robots

On-body Sensors

The core lol healthcare applicationsinclude automated data gathering, moving objects’ tracking, personnel and patients
identification,and authentication of people. Object tracking involves patient flow monitoring for improving workflow in
hospitals. Identification and authentication involves patient identification for reducing incidents harmful to them, infant
identificationin hospitals for preventing mismatching, maintenance of medical records, tele-monitoring patient conformance
with medication schedule, etc



Smart Transportation SR == 5

__:/Z Smart and
Connected Bus Smart and
Self-driving Cars Connected Streets
Speed control Security system
Driving condition ) - - ‘7 Signal control Smar‘t
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emergency > § |#)| | navigation Systems Smart
Content Distribution Traffic Lights
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Customer support ' Advanced diagnostics =
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Control center — v Condition Smart trains and trams Smart Delivery
communication monitoring

lol can help to manage transportation and traffic congestion much better than current standard networks. Cars equipped with loT
sensors can monitor traffic and transmit the information to a centralized control system which sends feedback to vehicles onroad

according to an optimal traffic control law (e.g., regulating the speed limits in congestion areas, suggesting shortest possible routes
for reaching desired destinations, etc.).



Smart Energy
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This area of lol applications finds increased popularity with the use of power grids that are very smart and highly reliable.
Smart grids collect data in an automated way and analyze the behavior of electric energy suppliers and consumers
aiming atimproving both the efficiency and economics of electricity use



Smart Retail & Logistic
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lol finds extensive applicationin retail and logistics. The proximity-based advertising model of smart retailingis already a
reality. In chainmanagementlol contributes in monitoring of storage conditions along the supply chain. loT can also facilitate
product tracking for traceability purposes and payment processing on the basis of the location and duration of various

operations (public transport, car parking, etc.)



Smart Business

oz o The adoption of loT in businessimproves
x g o 9 interest rate, and brings a changein
o ﬂ 3 QECmm\'iwjh f business processes leading to cost
- = | Marketpiace anlUve. minimization and quality improvement.

In-Store Automation with Advanced Mobile
POS & Inventory Mgmt Payment Solutions

Streaming, Logistics
o Loyalty System with Al and Mini Programs

Customers of a product can be easily
monitored, and assets following and
inventory control are facilitated.

Business Sentiment Analytics
Intelligence

Real-time 3D Visualization

s . In general, lol business models with
, g & smart components for monitoring,
k/ | \Vg control, optimization,and automation
. I | et T distinouished e
Heat Map Analysis Retail Inteligence Process Automation Big Data Analytics are |St|ngU|S e |n tWO CategOrleS
» Enhancementof available products
with lol add-onservices

= ~ > Development of loT productsthat is
I I g EE l@ impossible to exist without lol
Audio Wireless Wireless VOIP

Tablet Smart TV 2
Assistant Printer Speakers Phone




Advantages of loT

loT supports communication between devices and machines (M2M
Communication and \ communication) and between humans and machines (H2M

connectedness | communication) enabling them to stay connected, and so making
total transparency available with better quality

g

Monitoring | loT can give more information that could not be otherwise collected.

loT benefits all (individuals, community, business stakeholders), and,

-— w— impbact to societ \"'l in general, through lower energy consumption and faster delivery of
r C P y | services, etc., contributes to the betterment of society and people’s
. =y S - quality of life.
#

| Through efficient interconnection and sharing of devices, our work,

MDI‘IE}I sSaving our services and our systems are made cheaper and more efficient.

laT involves a huge amount of data. Analyzing large amounts of data
Accuracy | allows one to make right decisions easily and perform tasks
/" accurately.

Ti | Time means money. loT helps to save a lot of time. In present days,
ime /| all of us need more valuable time.

.. In standard information applications, customer engagement is

Imprwed customer . narmally passive or very litle. In loT this is completely changed.

engagement Customers are actively engaged in the processes and functions
© involved.

ﬂ_

\\




Disadvantages of loT

™ loT is supported by multiple technologies and so multiple inventors
Priuacy and se:;,l_]ri'l::\,r | are involved in it This creates the danger of privacy threat. loT is
_/ now attracting sfrong attention by hackers and cybercriminals.

' The loT environment is complex and its design, maintenance and
CDH"INEKIT}" | deployment are very difficult. Therefore as with all complex systems
_/ there is higher possibility of failure.

Camponent r;ompah’bility and \ Extensive compatibility and interoperability tests are required before

it bil | launching an loT system for use, which implies increased cost on the
interoperabilty _/ loT device manufacturers and the providers of loT services.

~, Using loT, safety is ultimately in the hands of the consumer. your You
S afety risk '| have always to suspect_the p_mdyct gnd check it careﬁJI.Ig,f. On th;

' other hand, your safety is at nsk if private and confidential/sensitive
information is accessed by unauthorized people.

The complexity of loT makes much more difficult the compliance with
Cumpllance | regulations and legislation. With standard software compliance, the
4 issue of loT compliance seems to be a very challenging problem.

Automating every day activities and using loT in business and
Societal issues | industry, the need for human resources will be naturally reduced, and
4 this may create unemployment in the society.




loT Market in Indonesia

Indonesia loT Market 2015-2022 (Trilyun Rp)
Huge opportunities, 78% on Application & Platform

500
444 The biggest verticals for Service/

Application comes from following
segments:

* Transportation,

* Home/Building,

* Public Sector,

410

375

250 * Manufacturing,
* Retail,
* Healthcare,
125 * Banking/Security

Menteri Perindustrian Airlangga Hartarto
menjelaskan, pangsa pasar Internet of Things
2015 2016 2017 2018 2019 2020 2021 2022 (IoT) di Indonesia diperkirakan berkembang

pesat dan nilainya bakal mencapai Rp 444
M Device M Network W Platform W Application triliun pada tahun 2022.

- hitps://Awww kominfo.go.id/content/detail/ 15354/potensi-pasar-internet-of-things-di-indonesia-capai-rp-444-/0/0
sorotan_media

= loT Forum indonesia

- Internal Telkom Analysis

Source:



* Challenging specific topics for further consideration include the following: security and
protection of personal data in the cloud computing, people centric (participatory)
sensing, data analytics, and encryption.

* General topics include lol architectures and platforms, new protocols, standardization,
efficiency, and quality of service (QoS).

* New protocols for sensing in loT will play a primary role in complete realizations.
Participatory sensing will reduce the cost of sensing in the user’s local environment.

* Currently, many international initiatives are in the air, and many others are predicted to
emerge across the academia and industry which will allow a coordinated exploitation
and implementation of lol worldwide.
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